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The Threat Landscape Pyramid

30.06.2025

Targeted

Common Threats

Industry Threats

▪ Information Stealers

▪ Script-kiddies

▪ Autopwning

▪ Magecart (e-Commerce) 

▪ Hacktivism (Financial, Gov)

▪ DragonFly, APT33 (Energy)  

▪ Industrial Espionage

▪ Insider Threats

▪ Sabotage
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Threats targeting everybody

▪ Malware / Ransomware

▪ Phishing / Scam

▪ Worms

Threats targeting specific Industry 
Sectors

▪ Banking Trojans

▪ SCADA malware

Threats targeting specific 
organizations

▪ Spear Phishing

▪ Watering hole

▪ APT

Examples

Volume
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Common Threats Shaping the Quarter

30.06.2025
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Phishing
AI Generated 

Content

Ransomware

Extorsions
Infostealers



Why Common Threats Matter
Ransomware Attack Timeline

430.06.2025

Sept 2021(*) June  2022

IT Admin 
forced to 
work from 
home

@
Home PC of IT 
Admin
Compromised 
by Infostealer

Corporate 
VPN and Email 
credentials 
Stolen

Credentials sold
In Underground 
by Initial Access 
Brokers

Ransom 
Group 
Buying 
Credentials

Ransom Group 
Breaching into 
affected  
Corporate 

Ransom 
Deployed, 
Data Posted 
in Darkweb

Ransom 
Negotiation, 
Crisis 
Management

Incident 
Recovery

*Attack Timeline – Real Example from QuoIntelligence Threat Intelligence-driven IR support activity

▪ >90% of Data Breaches initiated by by INFOSTEALERS, or MASS-EXPLOITATION
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Targeted Threats Against the Gambling Sector

30.06.2025
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Phishing

Fraud
Hacktivism Ransomware



630.06.2025

The gambling sector remains the most attractive target for fraudulent activities derived 
from cybercriminals and North-Korean state-sponsored adversaries who exploit trusted 
communication channels and business routines through customized phishing and social 
engineering campaigns involving platforms like Zoom.

Ransomware remains an opportunistic threat to the gambling sector. No significant increase 
was recorded in Q2, with activity levels remaining relatively stable and consistent with those 
seen in the previous quarter.

TrendsQ1 2025 to Q2 2025
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Due to mainly ideological motives, hacktivism and its coordinated cyberattacks remained 
active during the last quarter. Despite the limited impact such attacks causing a temporary 
denial of service to customers, these attacks can still result in both a financial loss and brand 
reputation damage to the company.



Observed Increase of Attacks Targeting
the European Gambling Sector

730.06.2025

Adversary Type Risk Description

Opportunistic 
Adversaries

Financial Fraud
Supply Chain Attacks

State-Sponsored 
Adversaries

Money Laundering
Financial Fraud

Motivated Adversaries

Hacktivist Groups

H

L

▪ The ransomware threat remains largely opportunistic, though cases in the gambling sector have surfaced, such as 
reported intrusions on LeoVegas AB by Hellcat and Modulus Group by the Crypto24 ransomware group.

▪ Several threat actors have leaked data and published database dumps related to European iGaming and casino 
companies on underground forums. For instance, the threat actor PrivilegesGenius advertised a Malta-based casino 
database on the XSS forum.

▪ Deepfake and AI-generated identity fraud are increasingly targeting iGaming onboarding processes, with synthetic 
applicants bypassing KYC.

▪ Although no significant attacks were observed against the gambling sector during Q2, the 
opportunistic and indiscriminate nature of ongoing hacktivist-led DDoS campaigns keeps the 
gambling industry at continued risk especially originating from pro-Palestine hacktivist groups. 

H
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▪ BlueNoroff has been linked to phishing and malware campaigns impersonating trusted platforms like 
Zoom to infiltrate companies, including those in the gambling sector.

▪ Cloudflare’s DDoS report ranked the gambling and casino industry among the top five most targeted 
globally. Of those who identified the attackers, a 21 percent pointed to state-sponsored actors.



Risk Matrix
European Gambling

830.06.2025
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LowRisk: MEDIUM HIGH
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HIGHRISK LEVEL:

State-Sponsored

Ransomware, Supply Chain, Fraud

Hacktivism



Top 10 MITRE ATT&CK Techniques Observed
by QuoIntelligence in Gambling Sector Incidents

930.06.2025
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Less Observed More Observed

Tactic Technique Sub-technique

Initial Access Spearphishing Link

Defense Evasion, Execution Scripting

Command and Control Data Obfuscation Steganography

Discovery System Network Connections Discovery

Lateral Movement Lateral Tool Transfer

Discovery Application Window Discovery

Persistence Server Software Component Web Shell

Defense Evasion Reflective Code Loading

Reconnaissance Gather Victim Network Information

Initial Access, Lateral Movement Replication Through Removable Media



Most Used Techniques

1030.06.2025

▪ QuoIntelligence tracks more than 
150 Threat Actor groups and 480 
Attack tools.

▪ QuoIntelligence profiles all the 
TTPs (MITRE ATT&CK framework) 
used by the Threat Actors in our 
data base.

▪ QuoIntelligence provides 
information on how to detect and 
mitigate these TTPs. 

ARE YOU PROTECTED 
AGAINST THEM?

The Threat Landscape – Entertainment



11

Regulations Demanding Threat Intelligence

30.06.2025

GDPR
▪ Under the GDPR, all businesses processing data linked to EU citizens must have a security framework in place 

to prevent sensitive data breaches. The implementation of threat Intelligence can automatize and bolster 
these safety countermeasures. 
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EU’S DIGITAL 
SERVICES ACT 

(DSA)

▪ The DSA mandates that all online platforms promptly remove any content deemed illegal under EU law. This 
includes illegal gambling operations, advertising promoting unlicensed gambling services, and also advertising 
making illegal use of a trademark.



Interested in knowing more about the current Threat Landscape impacting your industry 
and how you could reduce the risk posed by it?

GET IN TOUCH

curious@quointelligence.eu quointelligence.eu 

Book a follow-up meeting
with our experts now!

mailto:curious@quointelligence.eu
https://quointelligence.eu/
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